ABSTRACT The emergence of Internet water armies has strongly affected the information quality of online communication platforms, thus disrupting the order of the Internet. Accurate detection of Internet water armies is therefore of great significance. Based on the supernetwork theory, a new Internet water army detection model is proposed in this paper, in which a supernetwork with four layers is established, including social subnetwork, information subnetwork, psychological subnetwork, and negative keyword subnetwork. Then, personal information of users, dissemination process of information, the transformation process of different psychologies, the similarity between different keywords, and the connections between different subnetworks are considered in the model. Thus, nine composite indexes are proposed, the majority of which are used for the first time in detecting Internet water armies. A dataset selected from the largest online communication platform in China, the Weibo website, is used to test the performance of the model. Four existing water army detection models introduced in previous studies are used to provide a comparison analysis. The results show that our proposed model has better performance in terms of accuracy and stability than the other four existing models, which thanks to the employment of the supernetwork theory. We believe that our proposed model could be helpful for information researchers to further understand the complex nature of Internet water armies, as well as for the government to better manage the Internet.
I. INTRODUCTION
With the development of Internet technologies, social media platforms are increasingly being favored by users owing to their unique advantages of timeliness, arbitrariness, and concealment. However, despite these advantages, a mysterious group has entered into public view, namely, ''Internet Water Army''. According to Chen et al. [1] , the Internet water army refers to a specific group of users employed by interest organizations or individuals to post purposeful comments and articles on the Internet. Two principles of their behavior can be found: to avoid being exposed and to increase the influence of their opinions [2] . In addition, most of these specific users are college students and unemployed persons. To some
The associate editor coordinating the review of this manuscript and approving it for publication was Bohui Wang. extent, the increasing activity of water armies has strongly affected the development of some certain events, thus disrupting the social order and equity. For instance, according to a report by ''Aju Business Daily'', a famous media in South Korea, up to hundreds of Internet water armies were employed by the National Intelligence Service to participate in the South Korea's General Election in 2012, largely contributing to the success of Park Geun-hye. In 2017, the No. 12 report named ''Troops, Trolls and Troublemakers: A Global Inventory of Organized Social Media Manipulation'' was published by University of Oxford Computing Program [3] . It studied the network campaign activities in 28 countries, and analyzed in detail the social media manipulation behavior, considering various kinds of Internet water armies within the Facebook and Twitter, thus providing strong evidence of the fact that Internet water armies have globally invaded several spheres. Therefore, accurate detection of Internet water armies is of great importance. However, Internet water armies are often accompanied with rigorous organizational features. When employed by interest organizations or individuals, they quickly disguise themselves as normal active users and post a large amount of information during a short period of time, in order to satisfy the interests of the employers. In particular, they are skilled in using rumors to manipulate public opinions, by applying false evidence to make their viewpoints more convincing and by interacting with other water armies to hide themselves well. Hence, it is difficult to detect Internet water armies from a large number of online users.
The supernetwork was first proposed by Nagurney and Dong in 2002 [4] . It is above and beyond existing networks. The supernetwork involves multi-layer, multi-level, multiattribute characteristics, as well as congestion and coordination. Previous studies relevant to this point mainly focused on three aspects: Variational Inequality [5] , Hypergraph [6] , and System Science [7] . In addition, this theory has been widely applied in various areas, such as supply chain [8] , transportation network system [9] , e-commerce economic network [10] , knowledge management, and communication trend [11] , showing great effectiveness. The supernetwork can be used to reflect the connections and interactions between different subnetworks, thus providing a more comprehensive description of the whole system compared to other traditional approaches. With respect to the present paper, studies focusing on the application of the supernetwork theory in network public opinion area shed light on the understanding of online information analysis, especially for the information within the Internet communication platforms (see the works of Ma and Liu [12] ; Tian and Liu [13] ; Liu et al. [14] ; Wang et al. [15] ). Based on these valuable investigations and achievements, we can better and more comprehensively identify the features of Internet water armies, and thus proposing a more effective detection model. Therefore, in the present paper, we establish a water army detection supernetwork, in which there are four subnetworks, considering the user, information, psychology, and keywords, respectively. In addition, based on this supernetwork, 9 composite indexes are created, namely the cluster coefficient, density degree of posting time, the ratio between followed and following, information dissemination breadth and depth, psychological value, psychological transformation intensity, negative keyword proposition, and content similarity. Moreover, three commonly applied machine learning approaches and four existing detection models are used to provide a comparison analysis.
A. RESEARCH OBJECTIVES
Given the importance of Internet water army detection and the advantage of supernetwork theory, the present paper establish a new Internet water army detection model based on the supernetwork theory. In the proposed model, four subnetworks, namely, user subnetwork, information subnetwork, psychology subnetwork and keyword subnetwork are considered. From these four perspectives, we propose 9 composite indexes through comprehensively studying the features of Internet water armies, most of which are not applied in previous studies. To train and test our proposed model, we retrieve nearly 20000 comment information of three microblogs posted by Internet water armies on the Weibo website, a Chinese social media platform. In addition, four existing Internet water army detection models that have displayed effective performance in previous studies are also applied to provide a comparison analysis. We show that our model has better performance regarding the accuracy and stability in detecting Internet water armies than the other four existing models.
B. CONTRIBUTIONS
The main contributions of the present paper can be concluded as following: First, despite the importance of classifiers, effectively identifying the features of Internet water armies also plays a vital role in achieving accurate detection. However, most features recognized by existing studies are datadriven, which may decrease the universality of the proposed model [16] . In order to solve this problem, we establish a new model with a supernetwork structure to comprehensively describe the features of Internet water armies from a theoretical perspective. Therefore, this paper is helpful for filling the gap in the literature concerning the detection of Internet water armies. Second, although the data used in this paper only focuses on the Weibo Website, we also expect our findings can be helpful for the government and company managers for detecting Internet water armies on other social communication platforms, such as Twitter, Facebook and WeChat, in order to enable them to more effectively manage the Internet and avoid the viral marketing, respectively. Moreover, in addition to the application in Internet water army detection, our proposed model can be also used to deal with some other detection problems, taking the identification of online rumors and online opinion leaders as examples, which have attracted high attention of scholars in recent years. This paper is organized as follows: In section 2, a number of previous relevant studies are analyzed and compared. In Section 3, the model is established based on the discoveries of Internet water armies' features. Section 4 includes an empirical study, in which the results of comparison experiment are presented and discussed. In Section 5, a conclusion has been drawn for the study.
II. RELATED WORKS
Looking from the historical perspective, detection of Internet water armies was originally studied in the context of mail service system. In this point of view, the Internet water armies refer to the word ''spammers'', who have attracted the attention of online users by sending spams with obvious unsolicited commercial features. In February 1999, the official announcement of the RFC2502 (Anti-Spam Recommendations for SMTO MTAs) VOLUME 7, 2019 (http://www.faqs.org/rfcs/rfc2502.html) marked the beginning of anti-spam technology and spam identification technology research, which could be viewed as one of the most notable landmarks in this area. Following this announcement, how to accurately identify the spammers have drawn an increasing interest of scholars for several decades. In general, most existing methods focusing on the spammer detection in the mail service systems are content-feature-based, by distinguishing the differences between spam and normal emails. This trend may thank to the difficulty in identifying user information of spam posters. For instance, Sakkis et al. [17] used the stacked generalization to combine classifiers and created an automatically text categorization model that can improve the filtering effectiveness. Islam et al. [18] created a new integrated technique of e-mail classification and applied it in the spam filtering problem. In recent years, with the development of the Internet, some online social platforms, such as Twitter and Weibo, have been created. They not only provided a new form for individuals to post and exchange information, but also led to the formation of a new form of spammers, whose posting information is no longer limited to emails, but extending to various forms, such as microblogs and comments [19] , [20] . So far, the word ''spammer'' is not restricted in the mail service system but has much broader meanings. In this way the spammers could be also called ''Internet water armies''. Much evidence has confirmed the negative influences of Internet water armies on the order of Internet and even the society as a whole [1] , [2] , [21] , [22] . For instance, as Zhang and Lu [22] stated that, due to the rumors and false information posted by Internet water armies, the normal network order and social harmony and stability have been seriously disturbed. Thus, effectively identifying the spammers or Internet water armies in social Web sites is of great significance. The work implemented by Heymann et al. [23] refers to the first paper regarding this point. They stated that existing methods for spammer detection in email and Web cannot be well applied in social Web sites, and accordingly proposing some tentative suggestions for future studies.
In recent years, the machine learning algorithms has been commonly applied in the detection of Internet water armies. Thus, the detection process can be generally divided into two steps: the exaction of features of Internet water armies and the selection of appropriate classifiers. With respect to the latter, Wu [24] used an enhanced BPNN (Back Propagation Neural Network) classifier with weighted learning strategies to filter Internet water armies. Results indicated that the employment of such mechanisms can improve the accuracy performance. In addition, Zhang et al. [25] and Behjat et al. [26] introduced the Particle Swarm Optimization (PSO) into the Internet water army identification problem. These evaluable achievements to a large extent increase the detection accuracy of Internet water armies. Sharaff et al. [27] provided an excellent comparative study focusing on the classification algorithms for spammer detection. Various algorithms, including but not limited to Decision Tree, Support Vector Machine and Bayesian models were considered in their paper. However, some scholars argued that mechanisms relying solely on machine learning methods are sometimes inadequate in detecting Internet water armies [28] , and the addition of the consideration regarding the features of Internet water armies could achieve better performance [29] . Thus, how to effectively capture the features of Internet water armies has attracted much attention of researchers. Up to now, various features have been identified, covering the aspects of user, content, behavior, network, etc. Chakraborty et al. [30] and Wu et al. [31] provided a great survey presenting the state-of-the-art in the area of social spammer detection. In their works, existing relevant methodologies were well discussed and compared. In addition, to obtain the first-hand data, Chen et al. [1] pretended to be part of Internet water armies. This is a laudable attempt. Owing to their valuable achievements, some basic features of Internet water armies were identified, including response ratio, posting interval, and active time. Their pioneering findings shed light on the understanding of Internet water army behavior for future studies. Lee et al. [32] applied the ''honeypots'' to collect the Internet water army data from Twitter and found the features of followers/following relationship and user links by analyzing these data. Moh and Murmann [33] established a feature-based matrix to determine the trust degree of users. Las-Casas et al. [34] introduced a new detection methodology based on the source network, in which a supervised classification technique and network-level metrics are employed. Santos et al. [35] proposed a content-based spam tweets filtering approach. Ahmed and Abulaish [36] introduced an online network-based identification approach, considering 14 features of Internet water armies. Gillani et al. [37] introduced a novel economic metric to improve the effectiveness of spam detector. By observing the relationship between different Internet water armies, Jeong et al. [21] applied the Triad Significance Profile (TSP) and Social Status (SS) to detect Internet water armies. In addition, an ensemble technique was also proposed in their work. Moreover, in order to achieve a higher level of detection accuracy, some scholars also begun to discover the features of Internet water armies by comprehensively considering different aspects. Taking Wu et al. [38] as an example, who proposed a graph-structured approach to present the inherent connection between social spammers and spam messages. Shen et al. [39] proposed a Multi-View Learning for Social Spammer Detection (MVSD) framework, in which the user and network information are taken into account together. Inuwa-Dutse et al. [28] used an optimized set of features independent of historical data, which offered more insights into the behavior of spammers in social Web sites.
To sum up, it can be noted that detection methodologies simultaneously considering content-based, behavior-based, and network-based features of Internet water armies are extensively studied. In addition, these methods have yielded significant results. However, there are still some limitations. For instance, the considered network-based features only focus on several simple structure parameters; the psychological aspect of Internet water armies is not taken into account, including psychological classifications and transformation process; various features are just statistically listed without any analysis of their internal relations; most existing models are data-driven and lack theoretical bases (For example, in the work of Miller et al. [40] , up to 107 data-driven indexes were applied), thus decreasing the universality of the model [16] . Therefore, by applying the supernetwork theory, a new Internet water army detection model is established from the theoretical perspective. This model considers a four-layer supernetwork, including social, information, physiological, and negative keyword subnetworks. In addition, the connections between the nodes in the same subnetwork and different subnetworks are analyzed as well, in order to provide more effective and comprehensive theoretical supports for Internet water army detection.
III. SUPERNETWORK BASED WATER ARMY DETECTION (SWAD) MODEL

A. MODEL
Most classic methods within the social network area only focused on the problem of ''who'' and ignored some other parameters, such as time, place, event, and psychology. In addition, the connections between these parameters are frequently not considered. Inspired by the supernetwork theory, some scholars began to apply it into the social network field, especially for the Internet public opinion networks, to comprehensively analyze the interaction mechanism and inherent influences between different elements [12] - [15] . In particular, the created public opinion supernetwork contains four subnetworks: environmental subnetwork, social subnetwork, psychological subnetwork, and viewpoint subnetwork [12] . In the present paper, to better apply this theory to the water army detection problem, we reconstruct the structure of the network, establishing a supernetwork based water army detection (SWAD) model. For a certain public opinion case, this model can be used to provide a comprehensive description by considering the social, information, psychological, and viewpoint perspectives. In addition, the social subnetwork is set as the main subnetwork, and the other three subnetworks connect with the social subnetwork.
(1) Social Subnetwork: this subnetwork indicates the reply relationship between two users participating in a specific Internet public opinion case, in which each user is set as a node and each reply relation is set as an edge. (2) Information Subnetwork: this subnetwork measures a summary of posted information within a specific Internet public opinion case, in which each information is set as a node and we not consider their interval connections. (3) Psychological Subnetwork: this subnetwork represents the psychological types of users included in a public opinion event, in which each type is set as a node and the transformation process between them is set as FIGURE 1. An example of the SWAD Model. Note that A Subnetwork is the social subnetwork, E Subnetwork is the information subnetwork, P subnetwork is the psychological subnetwork, and K Subnetwork is the negative keyword subnetwork; the dotted lines represent the intra-subnetwork connections, named edges; the solid lines represent the inter-subnetwork connections, named super edges; the social subnetwork is a directed graph, and the psychological subnetwork, information subnetwork and negative keyword subnetwork are undirected graphs.
edges. In addition, the psychological type is identified based on a psychological lexicon. (4) Negative Keyword Subnetwork:this subnetwork measures the negative keywords included in the posts, in which each negative keyword is set as a node and an edge between each two nodes means that they are consisted in a similar post. In addition, we also consider the connections between the nodes within different subnetworks. To clearly explain their internal mechanism, an example is shown in Fig.1. In Fig.1 , there are five, three, three, and five nodes in the social, information, psychological, and negative keyword subnetworks. In other words, there are five users (a 1 , a 2 , a 3 , a 4 , a 5 ), three information (e 1 , e 2 , e 3 ), three psychological types (p 1 , p 2 , p 3 ), and five negative keywords (k 1 , k 2 , k 3 , k 4 , k 5 ) in a certain Internet public opinion case. Table 1 shows the relationship between them, in which user a 1 has the psychological type p 3 , users a 2 , a 3 , a 4 have the psychological type p 1 , and user a 5 as the psychological type p 2 ; posts of a 1 , a 3 , a 5 include information e 2 , post of a 2 includes information e 1 and e 3 , and post of a 4 includes information e 3 ; there no negative keywords in the posts of a 1 and a 5 , negative keywords k 2 , k 3 , k 4 are included in the post of a 2 , negative keywords k 3 , k 4 , k 5 are included in the post of a 3 , and negative keyword k 1 is included in the post of a 4 .
B. FEATURES
Based on the established detection model, we propose 9 composite features, shown in Table 2 . In addition, the instance shown in Fig.1 is also applied to explain each composite index.
1) FEATURES IN THE SOCIAL SUBNETWORK a: CLUSTER COEFFICIENT C i
. According to the graph theory, the cluster coefficient is an indicator measuring the aggregation degree of the nodes within a network, which can be calculated through formula (1). For a certain node i, the number of edges connecting to this node h i (h i 1) is also the number of i's neighbors. The maximum number N of edges between these h i nodes is equal to h i * (h i − 1)/2. In addition, E i measures the actual number of edges between these h i nodes. The cluster coefficient is the ratio between the maximum number of edges and the actual number of edges. C i value closer to 1 means that the actual number of edges is closer to the number of maximum number of edges, indicating a stronger degree of aggregation, while C i value closer to 0 represents a weaker degree.
In online social networks, there is a common phenomenon: my friend's friend is my friend. This triangular relationship reflects a strong degree of aggregation. Within the cluster of normal users, such a relation commonly exists, while for the cluster of Internet water armies, their respective friends are relatively independent. In other words, the cluster coefficient of normal users is larger than that of water armies. Therefore, the cluster coefficient could be cited as an effective indicator to distinguish between normal users and water armies.
b: DENSITY DEGREE OF POSTING TIME D i
The density degree of posting time D i is proposed according to the entropy form, which can be calculated through formula (2) . For a specific public opinion case, the duration is represented by t. We equally divide t into m aspects. The value of m is set according to the basis that maximizes the entire posts equally distributed in each aspect. The q ij is a ratio parameter that can be calculated based on formula (3), where n ij is the number of posts of user i in the jth division of time period (j = 1, 2, . . . , m), and N i is the entire number of posts of user i. Based on the discovery of water armies, we notice that in order to achieve the purpose of maximum publicity effects, water armies always post a large number of microblogs during a short period of time. While for normal users, the posted information contains their own viewpoints, which will require some time to be thought out. In other words, users with larger density degree are more likely to be water armies. 
In formula (4), f i and g i measure the number of followers and the number of following, respectively, which are two important personal features of every user in online communication platforms. Normal users prefer to follow their families, friends, and colleges, and these people will also be their followers. However, for water armies, as the task requirement and concealment demand, most have a high following and few followers, and the gap is significant. Therefore, the user with smaller value of follower /following ratio are more likely to be water armies.
2) FEATURES IN THE INFORMATION SUBNETWORK a: INFORMATION DISSEMINATION BREADTH R(e i )
The dissemination breadth of specific information can be measured by the ratio between the number of super edges connecting this information and the number of whole super edges between the nodes within a social subnetwork and information subnetwork. The super edges are defined as the edge connection the nodes in different subnetworks (see the solid lines in Figure 1 ). This indicator can be calculated by formula (5) .
where R(e i ) is the dissemination breadth of information e i , F(e i ) measures the number of super edges involving e i , and N is the number of all super edges between the nodes within the social subnetwork and information subnetwork.
b: INFORMATION DISSEMINATION DEPTH O(e i )
The dissemination depth O (e i ) of information e i can be obtained using formula (6), where F(e i ) measures the number of super edges containing e i , A(e i ) is the number of super edges connecting to the user whose posts contain information e i within the social subnetwork, N a is the total number of users within the social subnetwork, and N is the number of all super edges between a social subnetwork and information subnetwork. In addition, if information e i has not been replied, O (e i ) = 1.
The information impacting degree has been confirmed to be an important indicator for detecting water armies [41] . However, most previous studies only use the node degree to measure this indicator, which is so simple and cannot provide an effective and comprehensive expression. For example, in reality, the ''Big V'' users (the influential users) are always wrongly classified into the Internet water army category because they have a large node degree. Therefore, in the present paper, in accordance with the features of information posted by water armies, only users with larger dissemination breadth and smaller dissemination depth are seen as water armies. To clearly explain these two indicators, an example is provided, as shown as Fig. 2 . There are six super edges between the nodes within the social subnetwork and information subnetwork, which are e 1 a 2 , e 2 a 1 , e 2 a 1 , e 2 a 5 , e 3 a 2 , and e 3 a 4 . Based on formulas (5) and (6), the dissemination breadth and depth of information e 1 , e 2 , ande 3 can be calculated, as displayed in Table 3 .
3) FEATURES IN THE PSYCHOLOGICAL SUBNETWORK a: PSYCHOLOGICAL TYPE p i
In the present paper, the psychological type is represented as a real value, which is similar to that proposed by Ma and Liu [12] . There are two aspects within a certain psychological type, namely the tendency and strength. In particular, three kinds of psychological types are considered: p i < 0 represents the psychological type with negative psychological tendency and the psychological strength of In addition, the interval of p i is set as (+∞, −∞). It is a fact that, within the development of public opinion events, different individuals hold different psychological types and strengths. In addition, the psychological type of a specific post is labeled based on the number of keywords involved in a psychology lexicon. In specific, the text of each post is segmented by using the ICTCLAS (Institute of Computing Technology, Chinese Lexical Analysis System) [42] , thus we can extract the nouns, adjectives and verbs of each post. Then, we match these words to different psychological tendencies and strengths by employing the HowNet sentiment lexicon in order to calculate the psychological value of each post.
b: PSYCHOLOGICAL TRANSFORMATION INTENSITY P ij
Despite various psychological types, there is also a dynamical transformation process that should be considered. For example, assuming that the initial psychology value of user i is p i , p i may change to p j when user i receives information from its neighbors. The intensity of this transformation connection betweenp i and p j is measured by the parameter p ij that can be calculated through formula (7) .
where sign(x) is a symbol function: when x ≥ 0, sign(x) = 1; when x < 0, sign(x) = −1. For Internet water armies, owing to their common strong purposeful posting behavior, the psychological value is hard to be changed by other users. Therefore, to some extent, the users with higher p ij are more likely to be Internet water armies. To provide a clear explanation of this composite index, the calculation results based on above example (see Fig.1 ) are presented. In Fig.1 , there are three different kinds of psychological types: p 1 is negative with the strength of 1, p 2 is neural with the strength of 0, and p 3 is positive with the strength of 1. Based on the connections (edges) between them, their psychological persistent intensity can be obtained, which is formed as a matrix, as shown in Table 4 .
4) FEATURES IN THE NEGATIVE KEYWORD SUBNETWORK a: NEGATIVE KEYWORD PROPOSITION β i
The proportion accounted by negative keywords can be calculated by formula (8): where β i measures the negative keyword proposition of the ith post, n negi is the number of negative keywords within the post, and N neg is the total number of negative keywords within the collected posts. In the present paper, a negative lexicon is established based on the posts of more than 100 collected public opinion cases. In addition, the employed word segmentation software is the ICTCLAS [42] . In general, water armies are frequently accompanied with larger β i .
b: CONTENT SIMILARITY SIM ij
In most cases, we find that the contents posted by water armies are relatively similar, containing various negative keywords. This phenomenon is mainly due to their requirement of the largest number of posts in the shortest amount of time and their organizational features. In accordance with these valuable discoveries, we employed a method introduced in previous studies [43] 
where w ij measures the weight of the jth negative keyword for the ith post (i = 1, 2, . . . , l; j = 1, 2, . . . , g). In addition, w ij can be obtained using formulas (10)- (12) .
where u ij measures the occurrences of negative keyword j in post i, g i is the number of negative keywords within post i, g i j=1 u ij represents the occurrences of all negative keywords in post i, O is the number of posts with negative keywords, and o j measures the occurrences of negative keyword j in all posts. In addition, in the present paper, the similarity between two posts are measured by the cosine form, as shown by formula (13) .
. (13) In order to show an explanation, the similarity matrix of the above instance (see the Fig.1) is calculated, as shown by formula (14) . . (14) Then, by applying the formula (15), the similarity of a certain post can be calculated.
where SS i measures the similarity degree of post i.
C. FRAMEWORK
The framework of our proposed model is shown in Fig.3 , in which the input is the post data selected from the Weibo website, and the output is the classification result. In particular, there are three steps:
Step 1-Data Collection and Preprocessing: data of Internet water armies is bought from the Taobao online shopping platform, and the normal data are obtained by using the clawer software named ''Octopus''. In addition, the data are relevant to several specific cases. Each post involves two aspects: the user information and the content information, in which the former contains personal description, posting time, the number of followers, and the number of following, etc. For the latter, the psychological value and negative keywords can be obtained based on the psychological lexicon and negative keyword lexicon, respectively. Then, we categorized these messages based on their posing users.
Step 2-Model Establishment: based on the supernetwork theory, our proposed detection model with four subnetworks is established. Then, the features can be calculated. It should be noted that for the users who posted different messages and had different psychologies or information, the cumulative calculation method is implemented for the calculation process.
Step 3-Classfication: based on the calculated indexes, we employed three commonly applied machine learning methods to train the classifiers, namely the Neural network, Naive Bayes, and Support Vector Machine. These three approaches were chosen mainly because of their great performance in previous studies.
The overview of the proposed model is briefly outlined in Algorithm 1.
IV. EMPIRICAL STUDIES A. DATA
In general, it is difficult to correctly identify the water armies from a large number of Internet users with the accuracy rate of 100%, unless the water army promotion companies provide real data. However, achieving accurate data is extremely important for the classifier training process within the machine learning algorithms. To deal with this problem, the artificial judgement mechanism was frequently applied in previous studies [21] , [40] . The main reason for using this method is that it is very difficult to establish communications with water army promotion companies. However, to a large extent, it will inevitably decrease the accuracy of the classification between water armies and normal users. Therefore, in order to provide a more convincing dataset, we tried to purchase Internet water army data from water army promotion companies. After long searches and difficult negotiations, we found a promotion company in the Taobao website (one of the largest online shopping platforms in China), and finally obtained the comment information of three microblogs posted by water armies on the Weibo website. Then, by using the web crawler software (Octopus), the comments to these three microblogs posted by normal users were also obtained, thus yielding the dataset. Moreover, to adopt the machine learning algorithms, the dataset is divided into two aspects: training set and test set. In this paper, we discussed two cases by respectively setting the ratio between these two sets 70/30 and 80/20. The data information is presented in Table 5 .
Algorithm 1 SWAD model
Input: Selected messages Output: List of messages posted by non-water armies and water armies for each selected message do Extract the elements of each message, including user, information, psychological type, and negative keywords.
end for
Identify the relationship between the extracted elements.
Construct the four-layer supernetwork based on the execrated elements and identified relationships by considering social, information, psychological and negative viewpoint aspects.
for each message in training set do Calculate the values of nine proposed features of each message through the constructed supernetwork and formulas of (1)- (15). end for Design the structure of each machining learning algorithm.
Use the values of nine features of training samples as the inputs to train the machining learning algorithms.
while Algorithm is running do if a message contained in the test set is received then Characterize the message by calculating the values of nine features. Use trained machine learning algorithms to predict the label of message. end if end while Return the list of messages posted by non-water armies and water armies.
B. RESULTS
In the present paper, three commonly applied machine learning methods are used to train the classifiers, namely the Neural network (NN), Naive Bayes (NB), and Support Vector Machine (SVM). The reason for employing these four classical methods is that they have shown great performance in many recent papers focusing on the online water army detection [22] , [36] . In addition, as the main contributions of this paper were to introduce the supernetwork theory into water army detection problem and evaluate its effects on detection performance, using classic classification algorithms could provide a more fairly assessment, to a large extent. Previous studies have comprehensively explained the mechanisms of these three approaches in detail (see [44] - [47] ), so these contents will not be described here. In this paper, the kernel function of SVM is set as the RBF function and a 10-fold cross-validation method is applied. With respect to the NN, a three-layer Back Propagation Neural Network (BPNN) was employed, and the activation functions of hidden layer and output layer within the neural network method were VOLUME 7, 2019 both set as the sigmoid function. By following Ruan and Tan [46] , the training function and the performance function were respectively set as the Levenberg-Marquardt and the Mean Squared Error (MSE). Additionally, the number of hidden layers and output layers was both set as 1, and the number of neurons in each hidden layer and output layer was respectively set as 4 and 1. In specific, output 1 indicates the message posted by non-water armies, while output o is for those posed by water armies.
Moreover, to provide a comparison analysis, we also selected four existing Internet water army detection models as the baseline, i.e., those proposed by Tian et al. [48] , Zheng et al. [49] , Dai and Wang [50] , and Zhang and Lu [22] . These four models were chosen because the datasets employed by them are all from the Weibo website, and thus the negative effects caused by language differences can be avoided. To accurately reconstruct the features proposed by these papers, we strictly followed the steps shown in their papers and employed one of the most popular word segmentation software, ICTCLAS, and its embedded lexicon. It should be noted that, due to Zhang and Lu [22] did not describe the clustering method in their work, the K-means algorithm is applied to calculate the similarity of posts in this paper. Moreover, according to previous practice [21] , [40] , [51] , the performance of the Internet water army detection model was evaluated based on four metrics, namely Accuracy, Precision, Recall, and F1-score, which are obtained through a confusion matrix. A general form of the confusion matrix is shown in Table 6 . In Table 6 , the True Positive is the number of water armies that are correctly detected, the False Negative is the number of water armies that are incorrectly detected, the False Positive is the number of non-water armies that are incorrectly detected, and the True Negative is the number of non-water armies that are correctly detected. Based on these parameters, four assessment metrics, namely accuracy, precision, recall, and F1-score, can be calculated, as shown by formula (16) to (19) .
With each method for each model run for 100 times, and the average values were taken as the final results. The confusion matrixes of each model for case 1 and case 2 are shown in Table 7 and Table 8 . The comparison results of five detection models for each case are displayed in Table 9 and  Table 10 . In addition, the bar graphs of case 1 and case 2 are respectively displayed in Figure 4 and Figure 5 . By considering four selected assessment metrics, our proposed model achieved better performance in Internet water army detection compared to other four previous models under the ratio between training and test sets of both 70/30 and 80/20. In specific, for case 1, the Accuracy of the proposed model by using NN and SVM is 88.98% and 88.13, respectively. With respect to the NB, the model proposed by Zheng et al. [49] had the highest Accuracy, which is 89.49%. The Precision of the proposed model by using NN is 74.11% in case 1, which is respectively 3%, 1.33%, 3.07%, and 1.68% higher than the models proposed by Tian et al. [48] , Zheng et al. [49] , Dai and Wang [50] , and Zhang and Lu [22] . In addition, the proposed model performed best regarding the Recall by using all three machining learning algorithms in case 1, which is 75.86%, 75.39% and 47.53%, respectively. In terms of the F1-score, our proposed model performed better than the comparison models through the use of NN and SVM, which is 74.75% and 73.09%, respectively. With respect to NB, the model proposed by Zheng et al. [49] achieved the highest F1-socre, which is 75.24%. For the case with the ratio between training and test sets of 80/20, the results of our proposed model were relatively better than those of other four comparison models regarding the assessment metrics of Accuracy, Recall and F1-score as well. In terms of the Precision, the proposed model only achieved the highest value through the application of NN, which is 77.12%. The models proposed by Zhang and Lu [22] performed better than other four models using NB and SVM in the F1-score, which is 78.57% and 75.78%, respectively. In addition, we found that the performance of these four existing models in the present paper is worse than that displayed in their respective works, which is mainly due to differences in the dataset. Moreover, consistent with Liang et al. [52] , we also found that different learning algorithms will mostly achieve relatively similar results.
Furthermore, we also carried out the sensitivity analysis to measure the contribution of each group of features on the overall performance of the proposed model. There are five models in total. Details are shown in Table 11 .
Three machine learning methods with similar designed structures and parameter settings demonstrated in above contents were used in the sensitivity analysis, including NN, NB, and SVM. The ratio between training and test sets was set as 80/20. The evaluation metrics of Accuracy, Precision, Recall and F1-score were applied. With each algorithm for each model run for 100 times, and the average values were taken as the final results. The results with three algorithms are respectively shown in Figure 6 , Figure 7 and Figure 8 .
It can be noticed that, the Model 1 that contained all features performed best in Accuracy, Precision, Recall and F1-score by using three machine learning algorithms. In addition, by comparing the other four models, we found that the performance of the Model 5, which excluded the features contained in the negative viewpoint subnetwork, seems to be relatively worse. This finding indicates that the posted contents play a more important role in the detection of Internet water armies compared to the other groups of features, to a large extent. In this view, Chen et al. [1] proposed that, in most cases, Internet water armies are paid to post messages on online communication platforms. Unlike normal users, they always post comments by simply following the template provided by their employers without carefully checking or changing the contents. Consequently, the messages posted by Internet water armies tends to be similar [49] . Moreover, Internet water armies are frequently required to post fake or negative information [1] , thus leading to a higher proportion of negative keywords than normal users.
V. CONCLUSIONS
In the present paper, a water army detection supernetwork model is proposed based the supernetwork theory, in order to detect water armies with the purpose of affecting politics. According to the unique features and the supernetwork theory, we established a supernetwork with four layers, namely social subnetwork, information subnetwork, psychological subnetwork, and negative-keyword subnetwork. Hence, a system consisting 9 indexes was created, most of which are used for the first time in water army detection problem, such as information dissemination breadth and depth, psychological persistent intensity, and content similarity. In addition, by using the supernetwork theory, our proposed model considers the information covered by the nodes and edges within similar subnetwork and different subnetworks, rather than the features that can be easily discovered statically. Moreover, to verify the effectiveness of our proposed model, we selected four commonly applied assessment metrics and four recent existing models. The results show that our proposed model exhibits better performance in identifying water armies with political purpose, and also provides high stability. In addition, the sensitivity analysis was also carried out in the present paper in order to measure the contribution of each group of features on the overall performance of the proposed model. We found that the features contained in the negative viewpoint subnetwork play a more important role compared to the other features. This finding to a large extent is consistent with some relevant studies [1] , [49] .
However, along with the improvement of detection technologies, the evolution of water armies never stops. They have become more organizational and concealed and are therefore more difficult to be identified. Nevertheless, their strong purposeful interest is fixed, and the structure of online communication platforms is unchanged, which can be effectively described and measured by classic theories.
Thus, the models combined with theory-driven and data-driven principles should be the main direction of future studies focusing on this area. For example, despite the contribution of the supernetwork theory to describe network structure features of water armies, applications of several psychological classical theories may produce some surprising results.
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